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INTRODUCTION

PLAYING A LOSING GAME

One of the last conversations I ever had with John McCain in person was in the winter of 2017, shortly before he left Washington for the last time. We talked about how the United States could lose a war with China—not in the distant future, but now.

For most of the prior decade, I had been McCain’s principal advisor on national security and military issues. During the last four years of his life, when he was chairman of the Senate Armed Services Committee, I was his staff director. That meant I led a team of defense policy experts who supported McCain and his colleagues in authorizing and overseeing the entire US defense program—every policy and activity of the Department of Defense, every weapon it developed and bought, every dollar of the roughly $700 billion that it spent each year. McCain and I had access to the Pentagon’s most highly classified secrets and programs, and we regularly met with our nation’s top defense officials and highest-ranking military officers.

That is what we had just finished doing on that winter day in 2017. McCain had directed me to set up a briefing for all one hundred US senators about the problem that had haunted us and motivated our work together for the past several years: the accelerating erosion of the US military’s technological advantage over other great powers, primarily China, which was rapidly building up arsenals of advanced weapons with the explicit purpose of being able to fight and win a war against the United States. McCain wanted his fellow senators to know that America was falling behind and at risk of losing a race that most of them did not even know was being run.

For years, McCain and I had been pleading with Pentagon leaders to be clearer and more forthcoming with Congress and the American people about how bad things really were. They did not want to encourage our competitors by sounding defeatist, which was an apt concern. But it was a concern we had to overcome because it is impossible to solve a problem that no one knows exists. As it stood, the Chinese Communist Party knew far more about the US military and its vulnerabilities than the American people and their elected representatives did.

That year, things seemed like they were starting to change. The chairman of the Joint Chiefs of Staff, General Joseph Dunford, had testified to McCain’s committee in June. “In just a few years,” he said, “if we do not change our trajectory, we will lose our qualitative and quantitative competitive advantage.”1 In other words, the US military would no longer be the best.

A few months later, the RAND Corporation, a renowned nonpartisan research institute whose military analysis McCain and I consumed regularly, concluded in a major report that “U.S. forces could, under plausible assumptions, lose the next war they are called upon to fight.”2

That assessment was echoed by a bipartisan commission of military experts that McCain had established through legislation that year to provide an independent examination of US defense strategy. They rendered their judgment to Congress shortly after McCain’s death in 2018. “America’s military superiority… has eroded to a dangerous degree,” they wrote. “The U.S. military could suffer unacceptably high casualties and loss of major capital assets in its next conflict. It might struggle to win, or perhaps lose, a war against China or Russia.”3

McCain wanted the briefing that day to be a wake-up call to his colleagues—to provide many of the details behind these startling public pronouncements and to build greater support for the new technologies, ideas, reforms, and resources that McCain and I had been trying for years to champion. All ninety-nine of McCain’s Senate colleagues were invited. About a dozen showed up.

For those senators who were there, it was a depressing dose of reality. The person who provided the briefing that day was a former Pentagon official in the Obama administration named David Ochmanek. A year later, he spoke publicly about the many war games—what are essentially simulations of future wars—that he has conducted for the Department of Defense upon leaving government. The US military uses them to model actual campaigns against rival powers in which each side fights with the military forces that it realistically expects to have in the near future. The opponent is always the red team, and the US military is always the blue team, and this is how Ochmanek described what has happened in those war games for years now:

When we fight China or Russia, blue gets its ass handed to it. We lose a lot of people. We lose a lot of equipment. We usually fail to achieve our objective of preventing aggression by the adversary.… Everyone assumes based on 25 years of experience that we have a dominant military establishment—that when we go to war, we always win, we win big, and there isn’t any question about this. And when you say to people, “not so fast,” they are shocked, because they have not had this experience.4

The truth is even worse than Ochmanek describes. Over the past decade, in US war games against China, the United States has a nearly perfect record: we have lost almost every single time. The American people do not know this. Most members of Congress do not know this—even though they should. But in the Department of Defense, this is a well-known fact.

As McCain and I sat together at the end of the day, a pale winter twilight fading through the tall windows of his office in the Russell Building, he was clearly dejected. He slumped in his favorite antique chair and stared at the floor, his hands clasped together in front of his mouth.

“How do you think it would go?” McCain asked. “A war against China, I mean.”

“Badly,” I said.

“No, really, how would it actually unfold?”

What John McCain and I then proceeded to do deep into that darkening evening was imagine what would happen if the US military was called upon to fight China in the next few years. We agreed that the United States would not start the war unprovoked, but that a war could start, nonetheless, for any number of reasons. It might start with an incident at sea between Chinese and American warships that kills sailors on both sides and then quickly escalates. It could start with a Chinese attack on a US ally to which Washington feels obligated to respond. But no matter why a war might start, McCain and I saw it unfolding from there in much the same way.

Many of the US ships, submarines, fighter jets, bomber aircraft, additional munitions, and other systems that are needed to fight would not be near the war when it started but would be thousands of miles away in the United States. They would come under immediate attack once they began their multiweek mobilization across the planet. Cyberattacks would grind down the logistical movement of US forces into combat. The defenseless cargo ships and aircraft that would ferry much of that force across the Pacific would be attacked every step of the way. Satellites on which US forces depend for intelligence, communications, and global positioning would be blinded by lasers, shut down by high-energy jammers, or shot out of orbit altogether by antisatellite missiles. The command and control networks that manage the flow of critical information to US forces in combat would be broken apart and shattered by electronic attacks, cyberattacks, and missiles. Many US forces would be rendered deaf, dumb, and blind.

While these attacks were under way, America’s forward bases in places like Japan and Guam would be inundated with waves of precise ballistic and cruise missiles. The few defenses those bases have would quickly be overwhelmed by the sheer volume of weapons coming at them, with many leaking through. Those bases would have no defense against China’s hypersonic weapons, which can maneuver unpredictably, fly at five times the speed of sound, and strike their targets within minutes of being launched. As all of these missiles slammed into US bases, they would destroy fighter jets and other aircraft on the ground before US pilots could even get them airborne. They would crater runways, blow up operations centers and fuel storage tanks, and render those US forward bases inoperable. If any aircraft did manage to escape the Chinese missiles, it would be forced to relocate to another base in the region, which itself would come under attack. It would look like a US evacuation.

In the early days of a war with China, many of the forces located at these forward bases would not even be in the fight. Older, non-stealthy fighter jets, such as F-15s and F-16s, would not play an offensive role, because they could not survive against China’s advanced fighters and surface-to-air missile systems. The same is true of the Navy’s F-18s. The limited numbers of stealthy, fifth-generation fighter jets that could be brought to bear, such as F-22s and F-35s, can fly only several hundred miles on a single tank of fuel, so they would depend heavily on aerial refueling tankers to be able to reach their targets. But because those tankers are neither stealthy nor equipped with any self-defense capabilities, they would be shot down in large numbers. With those aircraft lost—which the Air Force never assumed could happen when they were developed—there would be no backups to keep America’s short-range fighter jets in the fight.

A similar dynamic would play out with America’s sea bases. Once the war started, US aircraft carriers in the region would immediately turn east and sail away from China, intent on getting more than a thousand miles away from the opponent’s long-range anti-ship missiles. But from that far away, none of the aircraft on the flight deck would be capable of reaching their targets without aerial refueling, so the Navy would find itself on the horns of the same dilemma the Air Force faced: its stealthy fighter jets would be pushed so far back that they could only get to their targets with the help of non-stealthy, defenseless refueling aircraft that would be shot down in large numbers.

All the while, Chinese satellites and radars would be hunting for those aircraft carriers as well as additional carriers meant to provide reinforcement that would begin their long journey across the Pacific Ocean from wherever they were in the continental United States. If found, those ships would face large salvos of Chinese missiles, especially the DF-21 and DF-26 anti-ship ballistic missiles, better known in US defense circles as “carrier killers.” The carriers and their escort ships might shoot down some of the missiles, but there would be so many that some could get through and knock the carriers out of the fight by cratering their flight decks, damaging their control towers, or destroying their aircraft before they even got airborne. It is also possible that a hit could be fatal, sending five thousand Americans and a $13 billion ship to the bottom of the ocean—all at the cost to China of around $10 million per missile.

The Marine Corps would struggle even more than the Navy but for the same reasons. Billions of dollars’ worth of amphibious assault capability, built to deliver US troops onto enemy beaches as they had done for the D-Day landings in 1944 or the forced entry at Inchon at the start of the Korean War, would play no such role. No US commander would order a multi-billion-dollar amphibious ship a few miles off the coast of Chinese-defended territory to begin an assault while US aircraft carriers were steaming in the opposite direction to get out of range of China’s missiles. Marine forces would instead aim to disperse around the Pacific and fight an expeditionary war, but they would lack many of the weapons and logistical forces to do so.

Many of the most effective forces the US military would rely on to do the heavy lifting—submarines, long-range bombers, and ground-launched missiles—would not be in the Pacific when the war started. They would need to get there first, which could take days or weeks. But even when they arrived, there would be fewer of these systems than were needed, a result of years of underinvestment and acquisition delays. And for the same reason, the systems that did join the fight would quickly run out of the most important weapons they need to be effective.

McCain and I paused and considered the potential scale of this disaster. Thousands of Americans lost in action. American ships sunk. Bases reduced to smoking holes in the ground. Aircraft and satellites shot out of the sky. A war that could be lost in a matter of hours or days even as the United States planned to spend weeks and months moving into position to fight.

After a long silence I spoke up. Imagine how that meeting in the Situation Room would go, I said, if a future president, whose name could well be Donald Trump, came to realize that the only available options are surrender and lose or fight and lose. The bigger question at that point would be whether that future president would even be willing to go to war at all. After all, that has been China’s goal all along—as Sun Tzu counseled in The Art of War, to “win without fighting.”

McCain looked as solemn and dispirited as I had ever seen him—not just physically frail from his illness and its treatments but also as if something larger were weighing on him. I could not myself help thinking about how much we had done over all of those years together to try to address this problem—all of the additional resources we had helped to secure for the military, all of the investments in new technologies and capabilities we had made, the many times we had tried (and often failed) to divest of old military systems to make room for new ones, all of the reforms we had shepherded through Congress to try to get better technology into the hands of America’s troops faster. And yet, all of it seemed so unequal to the scale of the problem.

“I just don’t understand,” McCain murmured into his hands. “I remember when the Chief of Staff of the Army testified to Congress in 1980 that we had a ‘hollow’ force. It was shocking. It was front-page news.” McCain paused. “What is happening now is just as bad,” he continued. “It is actually much worse. And no one seems to care. They don’t even seem to want to know.”

McCain looked away from me and stared at the floor, and I will never forget what he said next. “Future generations of Americans are going to look back at us,” he lamented, “and they’re going ask how we let this happen, and why we didn’t do more about it when we had the chance.”
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I know what you are probably thinking—there is no way this can be true. The United States spends close to three-quarters of one trillion dollars on national defense each year. That is more than the next eight countries spend put together. That money buys a lot of military capability—fighter jets, submarines, aircraft carriers, battle tanks, attack helicopters, nuclear weapons, and hundreds of thousands of incredibly well-armed people. Most of these military systems are capable of remarkable technological feats. They have enabled the United States of America, when necessary, to go anywhere, at any time, and do anything to any opponent in the world. The thought that this military, our military, could not win in the future—that just seems impossible.

But it is possible. And it is about to get much, much worse. The question that many Americans are right to ask is, Why? And how can we change course before it is too late?

For the past decade, I have worked within America’s defense establishment—the iron triangle of the Department of Defense, Congress, and defense industry that McCain, modifying President Dwight Eisenhower, used to call the “military-industrial-congressional complex.” In this time, I have come to believe there is a systemic failure in our defense establishment, a world I still inhabit. It is a failure to understand what is really happening in the construction and exercise of military power, and this failure leads us to misjudge and mismanage our defense enterprise.

All too often in defense, we think the measure of our strength is our platforms—individual vehicles and specific advanced military equipment and systems. We generate our requirements for military power in terms of platforms. We build our budgets and spend our money on the basis of platforms. We define our goals for military capability in relation to platforms. We aspire, for example, to a 355-ship Navy or a 386-squadron Air Force. We are drawn to platforms, in large part, because they are tangible. We can count them, touch them, and employ people to build them. They look good in parades. Indeed, platforms often rise to the level of defining the very identities of our military institutions and the men and women who comprise them, who see themselves as fighter jocks, ship drivers, and tankers. In short, we mistake inputs for outcomes.

Leaders too often seem to lose sight of the larger objective—the reason why we would want any platform in the first place. For the goal of a military should not be to buy platforms. The goal is to buy deterrence, the prevention of war. And the only way to deter wars is to be so clearly capable of winning them that no rival power ever seeks to get its way through violence.

What enables victory in war? Platforms may be useful tools, but they are not ultimately the answer. Rather, the ability to prevail in war, and thereby prevent it, comes down to one thing: the kill chain.

The kill chain is a term that nearly everyone in the US military knows but few outside the military have ever heard of. It is, at the deepest level, what militaries do and have always done throughout the history of warfare. The kill chain is a process that occurs on the battlefield or wherever militaries compete. It involves three steps: The first is gaining understanding about what is happening. The second is making a decision about what to do. And the third is taking action that creates an effect to achieve an objective. And though that effect may involve killing, more often the result is all kinds of non-violent and non-lethal actions that are essential to prevailing in war or military contests short of war. Indeed, better understanding, decisions, and actions are what enable militaries to prevent unnecessary loss of life—both their own people and innocent civilians.

Each of these steps is indispensable. Militaries cannot make good decisions or take relevant actions if they do not understand what is happening. The ability to understand and act is fruitless without the ability to make and communicate decisions. And without the ability to act, nothing else really matters. The process is also inherently sequential: acting in advance of understanding and deciding, or making decisions prior to knowing what is going on, is how mistakes get made, and for militaries, those mistakes can be fatal. When members of the US military complete that process of understanding, deciding, and acting, they refer to it as “closing the kill chain.” And when they thwart the ability of a rival military to do so itself, they call that “breaking the kill chain.” How fast, how often, and how effectively militaries can do both of these things is what determines whether they win or lose.

Some may find the reference to killing disturbing and indicative of something wrong with US military culture. I disagree. The kill chain is actually one idea that can make the essence of what Americans in uniform really do more intelligible and relatable. Our military can seem opaque, confusing, and incomprehensible, especially to the many Americans who have little to no meaningful contact with it. And yet, understanding, deciding, and acting is what billions of civilians do every day in their own jobs and lives. Businesses have to understand their market, decide how to compete, and then act on their plans. Sports teams must understand their competitors, decide how best to play against them, and then pull it all together on gameday. In this way, the core tasks that Americans in uniform must perform every day are no different from those of anyone else.

And yet, our military is fundamentally different from any other institution in America, and the kill chain also helps to explain that too. Killing is something that few members of our military are actually called upon to do. The vast majority do jobs focused on generating understanding, facilitating decisions, and implementing a multitude of different actions, most of which have nothing to do with killing. All of these tasks, however, are fundamentally focused on succeeding in a deadly business that is unlike any other in America. No one understands that unique burden and the sense of otherness it entails more viscerally or takes it more seriously than the men and women whom the rest of the nation asks to do its killing and dying. The kill chain is a helpful reminder, both for Americans in uniform and for all of us, that the stakes of our military’s ability to understand, decide, and act are often life and death.

Though the challenge of understanding, deciding, and acting in warfare is timeless, kill chain is a relatively new term that is linked to the information revolution, which began in the 1980s. Prior to the information revolution, the kill chain was largely concentrated in single military platforms. For example, the process of understanding where an enemy aircraft was, deciding what to do about it, and then acting against it all occurred within one fighter jet or air defense system. Platforms collaborated, to be sure, but for the most part, an individual platform had to be its own self-contained kill chain.

The information revolution created the prospect of what became known in the 1990s as networked warfare. New technologies transformed the collection, processing, and distribution of information, making it possible to disaggregate the kill chain. One military system might facilitate understanding, another might enable decision making, and yet another might take the intended action. Instead of concentrating all of these functions in one platform, militaries could distribute them across a “battle network” of many different military systems. Kill chain, then, more accurately described the overall process and goal, because it was an actual chain of events—information led to understanding, which led to decision making, which led to action.

The information revolution gave rise to a belief that the world was on the cusp of a “revolution in military affairs,” a rare period of sweeping technological change that overturns existing military concepts and capabilities and requires a rethinking of how, with what, and by whom war is waged. A classic example of such a revolution is the emergence of automatic rifles, modern explosives, steamships, aircraft, and other industrial-era technologies that transformed warfare in the late nineteenth century in the run-up to World War I. Many believed in the late twentieth century that information technologies would lead to a similar military revolution—something like an internet of warfare waged with battle networks, and at the center of it all would be the kill chain.

The problem is that, for many years, often while preaching the language of kill chains and military revolutions, America’s defense establishment never really changed its thinking. We remained focused on building and buying platforms rather than kill chains. Even at the peak of the wars in Afghanistan and Iraq, the United States was spending hundreds of billions of dollars trying to modernize our military in many of the wrong ways. We often tried to use unproven technologies to produce better versions of the same kinds of platforms that the US military had relied upon for decades. Many of these programs turned into multi-billion-dollar procurement debacles. Some produced highly capable platforms, but these platforms rarely cohere into one battle network that can share information effectively. “The main problem,” one military officer put it to me last year, “is that none of my things can talk to each other.”

The result is that the US military is far slower and less effective at closing the kill chain than it can and must be. The process is heavily manual, linear, undynamic, and impervious to change. Specific military systems may be able to work together to facilitate understanding, decisions, and actions for one specific purpose, but they cannot be recomposed in different ways for other unforeseen purposes. Put simply, the means by which the US military generates understanding, translates that knowledge into decisions, and then takes actions in war have not been built to adapt.

The tragic irony is that many in America’s defense establishment seem to have learned the wrong lessons from this experience. They got so badly burned by their attempts to change the wrong ways that it has made them skeptical about the utter necessity of changing the right ways. Talk of a “revolution in military affairs” has been banished. Transformation has become a dirty word. And two decades of war in the Middle East have only exacerbated this overreaction by putting a legitimate but all-consuming focus on present conflicts at the expense of future threats.

This situation is especially dangerous because the information revolution did not end in the 2000s. It went into overdrive, propelled by commercial technology companies that usually have little to no connection to national security. Technologies such as ubiquitous sensors, “edge” computing, artificial intelligence, robotics, advanced manufacturing practices, biotechnology, new space capabilities, hypersonic propulsion, and quantum information technologies will have sweeping economic and social implications, but they will also have profound military applications that go far beyond platforms and weapons, which is traditionally how military power is conceived. What will be so consequential about these technologies, taken together, is that they will transform the entire kill chain—not just how militaries act but also the character of their understanding and decision making.

This is not science fiction. Many of these technologies exist now. Indeed, the men and women of America’s military use many of them every day in their private lives. They rely upon networks of increasingly intelligent machines to buy and receive the things they need, to order rides in minutes and move around at will, to protect their homes and control many of the processes that go on inside of them, to have all of their most important data right at their fingertips, and to receive informed recommendations from machines all day about information they may need to know and things they may want to do—in short, to improve their understanding of the world around them, help them make better and faster decisions, and assist them with more relevant actions that save them time and improve their lives.

And yet, when members of our military put on their uniforms and report for duty, hardly any of this technology is available to them. Instead, they consistently have to do dangerous and important jobs with technology that might be many years behind what they use in their daily lives. This was reinforced again for me at a major Air Force conference last year, where I spoke on a panel about how new technology could help build better networks of military systems. An airman in the audience asked the panel how this would be possible when most servicemembers currently deal regularly with long network outages that leave them disconnected from email and the internet. Nearly everyone in the audience, more than one thousand people, erupted in applause.

The problems facing the US military are now taking on a fundamentally different and greater sense of urgency, and it goes beyond emerging technologies. The reason is China.

For the past three decades, the Chinese Communist Party has gone to school on the US military and its entire way of war. It has raced to catch up. From 1990 to 2017, the Chinese military budget increased by 900 percent.5 China has devised strategies not to beat America at its own game but to play a different game—to win by denying the US military the opportunity to project power, fight in its traditional ways, and achieve its goals. China has rapidly developed arsenals of advanced weapons intended to break apart US battle networks, destroy the US military’s traditional platforms, and shatter its ability to close the kill chain. This threat has progressed much further than most Americans realize.

That is not to suggest that China is ten feet tall or that the US military has no means of responding effectively to the challenges it poses. The greater concern is where China is headed. If it continues to grow wealthier and more powerful, China could in one decade have a larger gross domestic product than America6—and with it, an ability to generate as much, or more, military power as the United States. This would make China not just a great power but also a peer. Americans have not faced such a powerful competitor since the nineteenth century, and there is no living memory in the United States for how to even think about a challenge of that magnitude.

The Chinese Communist Party aims to become the dominant power in Asia and in the world, and it believes that for China to win, America must lose. We have to lose the race for advanced technology. We have to lose jobs and influence in the global economy. We have to lose partners who share our interests and values. We have to lose the ability to stand in the way of the Chinese Communist Party’s desire to make more of the world safe for its model of high-tech authoritarianism. And as the balance of power continues to shift out of America’s favor, the Chinese Communist Party will likely become more expansive in its ambitions, more assertive in its pursuit of them, and more capable of getting its way, no matter how much that harms Americans.

A core pillar of the Chinese Communist Party’s plan is harnessing emerging technologies to “leapfrog” the United States and become the world’s preeminent power. It is undertaking an unprecedented effort, backed by hundreds of billions of dollars of state investment, to become the world leader in artificial intelligence, biotechnology, robotics, and other advanced technologies. The Chinese Communist Party is already using these technologies to build the most intrusive system of mass surveillance, social control, and totalizing dictatorship the world has ever seen. And its leaders clearly view these technologies as equally indispensable in their race to develop a “world-class military” that can “fight and win wars.”

China poses far more than just a military challenge to the United States, but that broader challenge has a clear military dimension, and it is putting us in a real predicament. The problem is not that America is spending too little on defense. The problem is that America is playing a losing game. Over many decades we have built our military around small numbers of large, expensive, exquisite, heavily manned, and hard-to-replace platforms that struggle to close the kill chain as one battle network. China, meanwhile, has built large numbers of multi-million-dollar weapons to find and attack America’s small numbers of exponentially more expensive military platforms. For us to continue to spend hundreds of billions of dollars in the same ways, on the same things, would be the height of folly. It would be exactly what our opponents want us to do.

No one should think that we face these problems because people in America’s defense establishment are somehow stupid, incompetent, or negligent. To the contrary, the vast majority of these people are hardworking, mission-oriented Americans who are doing their best to do right as they understand it. They are wrestling with a complex kill chain of their own. They are trying to understand what America’s enemies will do, what different threats may materialize, and how the future will unfold. They are trying to make large, complex, and costly decisions based on this imperfect information. And they are acting under extremely difficult circumstances in risk-averse bureaucracies that seem inclined to resist and stymie change at every turn.

The real story of the threat to America’s military, which this book aims to tell, is more complicated. It is a story of how some American defense leaders in recent decades clearly saw the need for change, but the institutions in which they served failed to deliver it, especially as we grew more consumed with the wars that followed September 11, 2001. It is a story of how the Chinese Communist Party observed the US military operations of recent decades with fear and resentment and then embarked on a systematic buildup of its own high-tech military. It is a story of how the worlds of national defense and high technology in America increasingly grew apart. At a deeper level, it is also a story of how the United States was spoiled by its own dominance—a cautionary tale of how a prolonged period without real geopolitical competition bred a false sense of invincibility. In short, it is a story of how the United States got ambushed by the future.

The result of this ambush is a reckoning that America’s defense establishment has postponed for a long time. National defense has been the ultimate closed system. It is governed by a dense web of perplexing laws and policies, dominated by a handful of major companies, shrouded in secrecy, and impenetrable to aspiring new entrants. Whereas emerging technologies have recently disrupted and remade major global industries, from entertainment to commerce to transportation, national defense has remained largely unaffected. This situation is no longer sustainable. The entire model of American military power now finds itself in much the same position that Barnes & Noble or Blockbuster Video did amid the rise of Amazon, Apple, and Netflix, and this circumstance is forcing a similar choice: Change or become obsolete. Adapt or be left behind. But the consequences of failure for the United States go far beyond any adverse events in the commercial economy. What is at stake is nothing less than the security of all Americans and our closest allies.

That is why I am writing this book—to try to make better sense of these highly complex military and technological changes and how to navigate them successfully. And that is why this book is about the kill chain. When it feels as if the scope and speed of change are increasing, as it now does, it is all the more important to focus on the things that do not and must not change—on the essence of things. For militaries, that is the kill chain. New threats and new technologies change how militaries understand, decide, and act, but not the enduring centrality of those tasks.

Focusing on the kill chain can help us avoid the common error of mistaking means for ends, the tools we use for the outcomes we seek, when we think about technology. We have made this mistake a lot over the past three decades, and we cannot afford to do so again. America’s defense establishment has relied on certain platforms for so long that it can be easy to think that the goal is simply to acquire better versions of those platforms. The real goal, however, is a more effective kill chain—achieving better understanding, making better decisions, and taking better actions. The question is not how new technologies can improve the US military’s ability to do the same things it has done for decades but rather how these technologies can enable us to do entirely different things—to build new kinds of military forces and operate them in new ways.

Focusing on the kill chain can also help us avoid other common errors: the fetishization of new technology and the temptation to believe that technology alone will save us. It will not. New technologies are important, but not as important as new thinking. And new thinking is more likely to emerge if we remain focused on the right things. In certain circumstances, new technologies will provide the best solutions to close the kill chain. In other circumstances, better solutions might result from combining new and old technologies, or from using old technologies in entirely new ways. These are important but instrumental concerns. What matters more is our ability to understand, decide, and act faster and more effectively than our competitors.

In this book, I follow one of the cardinal rules I set for myself when I worked for John McCain: Do not present problems without also having answers to recommend. I propose potential solutions in the pages that follow, and these ideas are mine alone. I am not speaking for McCain, nor can I.

I think the rise of China is the central challenge facing the United States today. This strategic competition will require the long-term mobilization of all elements of America’s national power, but that broader effort is beyond the scope of this book. My focus here is on the military dimension of this competition. The United States will not succeed in this competition through military power alone, but the absence of it would certainly lead to failure.

America’s top national defense priority, possibly for decades to come, should be to prevent the Chinese Communist Party from establishing a position of military dominance in the Asia-Pacific region, the center of the global economy, and eventually beyond it. This will be difficult because America’s own position of military dominance, which we have come to take for granted in recent decades, is eroding, and that erosion will likely persist if China continues to emerge as an advanced military power. This is hard for Americans to hear, and harder for us to cope with, but I think it is an unavoidable reality.

I would not be writing this book, however, if I thought all hope was lost. It is not. But an effective response requires a rather comprehensive reimagining of the ends, ways, and means of American military power. It requires the US military to focus less on fighting offensively and more on fighting defensively. It requires a US force that has been built to project military power into the physical spaces of our opponents to focus instead on countering the ability of our competitors to project military power outside of their own immediate spaces. It requires a sweeping redesign of the American military: from a military built around small numbers of large, expensive, exquisite, heavily manned, and hard-to-replace platforms to a military built around large numbers of smaller, lower-cost, expendable, and highly autonomous machines. Put simply, it should be a military defined less by the strength and quantities of its platforms than by the efficacy, speed, flexibility, adaptability, and overall dynamism of its kill chains.

I wish I could say that all of this change will be easy. It will not. The problem is not lack of money, lack of technology, and certainly not lack of capable and committed people in the US government, military, and private industry. No, the real problem is a lack of imagination.

The United States has enjoyed a position of unrivaled military dominance for so long that most Americans cannot imagine a world without it. The result is that we are not moving with anything close to the level of urgency that is required to be successful. Many good Americans within our defense establishment understand the urgency and are doing their best to build a different kind of US military. But they are laboring in institutions whose political, economic, and bureaucratic incentives are aligned with continuing to build and buy the military America has. Changing these dynamics would be hard under normal circumstances, but it is exponentially harder now, when American leaders are consumed by a level of political gridlock, distraction, acrimony, and outright dysfunction in Washington that is rare in our modern history.

And yet, I know that change is possible, even within our current system in Washington, because I have seen it done before and have contributed to it myself. Over many years, I helped McCain shift billions of dollars in the military’s budget away from wasting assets and toward cutting-edge capabilities. I helped him enact landmark reforms in how the Department of Defense formulates strategy, develops technology, acquires military capabilities, organizes itself, and manages its human capital. But perhaps most important, I helped McCain and his colleagues create an opening to rethink our national defense, much of which has taken shape only in the wake of his death.

I am writing this book because I believe the only way the United States can take advantage of this opportunity to reimagine our national defense is if more Americans better understand the issues related to emerging technologies and the future of warfare. I believe debate of these issues among scholars, specialists, and experts is essential, and I certainly aim to cover these complex military and technological concepts rigorously, but it is important to me that these issues are accessible to the educated public, especially those whose sons and daughters, husbands and wives, fathers and mothers could bear the burden of future war. I believe that broader understanding is the only way these important national challenges can be met.

And they must be met. The United States is hardly perfect. We possess plenty of contradictions and a healthy capacity to make mistakes, and our political life at present can seem uniquely acrimonious and demoralizing. I lived all of this intimately in my time with John McCain. But I am unequivocally rooting for the United States, because I would much rather live in a world where the values that define the future of technology and warfare—the future of the kill chain—are the values of the American people.


ONE

WHAT HAPPENED TO YODA’S REVOLUTION

In 1991, as the Cold War was coming to an end, Andrew Marshall was looking to the future. For eighteen years, he had been the director of one of the most influential offices in the Department of Defense that most Americans had never heard of: the Office of Net Assessment. Its mission, in brief, was to determine how the United States measured up against its competitors, primarily the Soviet Union, and how it could improve its strategic position over time. Marshall reported directly to the secretary of defense (he had already worked for seven of them) and few beyond the secretary himself were privy to Marshall’s writings. Marshall would go on to work for seven more defense secretaries in a forty-two-year career that earned him a mythic status and led many in the Pentagon, including a few secretaries of defense, to refer to him reverentially as “Mr. Marshall.” In Washington defense circles, however, he came to be called by a different name: Yoda.1

Most of the work that Marshall’s office did focused on the past and present, but in 1991, he undertook a different project, and he turned to a bright Army colonel named Andrew Krepinevich for help. Marshall wanted to produce an assessment of the future of war, one that considered how technologies then emerging and the collapse of the Soviet Union would change international security, and what all that would mean for the United States. These questions became all the more pressing when, shortly after Marshall decided to begin this project, the United States responded to the invasion of Kuwait by going to war against Saddam Hussein’s Iraq.

The US military force that was unleashed on Iraq was the culmination of years of refinement and planning to fight the Soviet Union, and the war in Iraq was fought from that Cold War playbook. When the decision to go to war was taken, the vast majority of US forces that were to do the fighting were based in the United States and had to be transported across the world. This “iron mountain”—ships, tanks, aircraft, and missiles, as well as all of the fuel, food, ammunition, and spare parts required to keep those forces fighting—was systematically moved into the Middle East and built up in massive forward bases. This went on, like a boxer telegraphing a punch, for six months. And the Iraqis could do nothing about it. They had no ability to contest the armies of Americans gathering at their doorstep. They had to watch and wait, and when the war started, it started on America’s terms. US forces operated when, where, and how they wanted, thanks to their technological superiority. In a matter of weeks, they ran over Iraq’s military.

Like many Americans of my generation, one of my formative experiences growing up was watching this war on television. As an eleven-year-old boy who was interested in military things, I was amazed not just to watch war unfold on the news in real time but also to witness the character of the war the US military appeared to be fighting. Stealth bombers flying invisibly into downtown Baghdad and striking targets that never even saw them coming. Smart bombs maneuvering down elevator shafts and through windows to knock out the exact buildings they intended to hit, without damaging surrounding areas. Tanks and attack aircraft storming across the desert, laying waste to the Republican Guard, and winning the ground war in one hundred hours. And unlike previous US wars, in which the death toll was measured in the tens or even hundreds of thousands, only 129 Americans were killed in combat by Iraqi forces.

The Gulf War, it seemed, represented a new way of warfare. But Marshall’s report, which he sent to the secretary of defense in 1992, drew a different conclusion. He foresaw far more sweeping changes in how war would be fought. He had been influenced by then-classified writings of Soviet military planners about what they called a coming “military-technical revolution.” Those Russian officers believed that new sensors and surveillance technologies would be able to identify all of the targets on the battlefield and feed that information nearly instantly to new weapons that could strike the targets more precisely and from farther away than ever. It would be the fastest, most effective kill chain in history. The Soviets called it the “reconnaissance-strike complex,” and they believed the US military had demonstrated it in Iraq.

Marshall disagreed. His report concluded that “the United States did not come close to its potential to move the most useful information rapidly to those who needed it most.” This assessment was affirmed by a major study of the Gulf War commissioned by the Pentagon and released the following year, in 1993. “Some of the aspects of the war that seemed most dramatic at the time,” it concluded, “appear less so than they did in the immediate afterglow of one of the most one-sided campaigns in military history.”2 The US battle network “had not changed appreciably from the Vietnam era.”3 It struggled to find and hit moving targets, such as SCUD missile launchers. And of the 41,309 US airstrikes conducted during the Gulf War, most were dumb bombs, not smart ones. Admiral William Owens, who became vice chairman of the Joint Chiefs of Staff the following year, later concluded that “we conducted the campaign in Iraq essentially as Napoleon, Ulysses S. Grant, and Dwight D. Eisenhower had conducted their earlier campaigns.”4 In other words, massed brute force.

What Marshall saw coming was the emergence of what he later called a “revolution in military affairs.” These were periods when major technological developments transformed the weapons and ways of war. Marshall pointed to historical examples, such as the inventions of machine guns, steam-powered ships, and airplanes. But he also stressed that new technology on its own did not enable militaries to succeed. They also had to develop new ways to employ that technology operationally and reform old institutions for new strategic purposes.

Marshall’s report warned that we were likely “in the early stages of a change that could run another one or two decades.” It would be a new revolution in military affairs, driven mainly by new information technologies that would enable better understanding, decision making, and action in war. Powerful militaries would compete for a different kind of strategic advantage. The goal would be less to amass traditional platforms and weapons than to create faster and more effective kill chains. This would require the United States to think differently about military power, Marshall argued, because a successful revolution in military affairs would call into question the efficacy of many of the US military’s legacy platforms, such as tanks, manned aircraft, and large ships. Indeed, if an adversary were able to build these new kinds of kill chains, America’s traditional ways and means of warfare, as demonstrated in the Gulf War, would not suffice in the future.

Shortly after Marshall finished his report, some of his analysts were searching for a shorthand way to describe how a powerful adversary might harness the emerging military revolution to counter America’s traditional platform-centered approach. They settled on the term “anti-access and area denial” capabilities. Little did they know, all the way back in 1992, that these were exactly the kinds of weapons that China was beginning to build.

[image: ]

Marshall’s call for change was prescient, and he later described the report as “perhaps the best-known assessment” his office ever prepared. Yet its publication did not have the intended effect. The problem was the defense secretary, the hundreds of millions of Americans his agency was charged with protecting, and most members of Congress seemed to see no need for change.
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